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EXECUTIVE SUMMARY

Financial fraud has entered a new era—one
defined not by incremental evolution but by a
structural transformation in how attacks are
created, deployed, and scaled, and the
escalated timeframe and sophistication in
which this happens. Credit unions now face
an environment in which traditional trust
signals — voice, identity documents, caller ID,
and even long-standing interpersonal
familiarity — can be convincingly faked with Al
tools. For decades, institutions believed their
strongest defenses were the trained instincts
of their staff and the face-to-face trust they
had earned with their customers. While still
true, today those assumptions are being
tested and exploited.

Deepfake voice models can now replicate a
customer’s speech patterns, tone, accent,
emotional expression, behavior, and
hesitation with startling accuracy. Only a few
seconds of audio pulled from a voicemail
greeting, local news clip, or social media post
is enough to generate a voice clone capable
of overriding frontline skepticism. At the same
time, synthetic images and Al-generated
identity documents have become so
photorealistic that traditional ID verification,
especially those built on pre-2023 fraud
patterns, no longer reliably detect them.
Fraudsters are no longer forging identities;
they are manufacturing completely new ones
that slide through onboarding and know your
customer (KYC) processes with ease.

This paper is intended to be a practical,
clearsighted  explanation of what s
happening, why it matters, and why credit
unions—despite their deep member
relationships and assumptions that they are
doing fine—are now the most vulnerable
institutions in the financial ecosystem. The
objective is not meant to be alarmist but
rather illuminating: to give financial leaders a
way to understand today’s accelerated fraud
landscape so they can prepare for
tomorrow’s.
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RECENT FRAUD LOSS TRENDS

Fraud Loss Trends by Type (2020-2025)

Synthetic Identity Fraud

Account Takeover Fraud

@ Call Center Fraud

2020 2021 2022

Synthetic Identity Fraud
Accelerating

50% jump in losses from 2022 to 2023,
with estimates reaching $35-40B annually

Account Takeover Surge

Digital account takeover volume grew
21% H12024-2025, 141% since 2021

Year

2023 2024 2025

Call Center Vulnerabilities

90% of financial institutions report call
center fraud attacks increasing, 20% seeing
>80% growth

Al-Driven Threats

Deepfake fraud attempts grew 2,000% in 3
years, with synthetic identities increasingly
using Al

Sources: AARP | ETC Consumer Sentinel Network | Javelin | CoinLaw | Equifax



https://www.aarp.org/money/scams-fraud/identity-fraud-report-2024/
https://www.ftc.gov/system/files/ftc_gov/pdf/csn-annual-data-book-2024.pdf
https://javelinstrategy.com/research/2025-identity-fraud-study-breaking-barriers-innovation
https://coinlaw.io/synthetic-identity-fraud-statistics/
https://www.equifax.com/business/blog/-/insight/article/synthetic-identity-fraud-the-unseen-threat-and-its-cost-to-businesses

THE ARRIVAL OF THE NEW

FRAUD SUPERCYCLE

Fraud has always been cyclical. Attackers
innovate, institutions respond, and a
temporary equilibrium emerges. But Al has
shattered that rhythm, or at least has
significantly shortened the equilibrium
period. What we now face is not a cycle,
but a supercycle—a rapidly accelerating
loop in which criminals use Al to learn from
failed attempts, update their tactics in real
time, and scale their operations with
unprecedented efficiency.

Tools that once required deep technical
knowledge are now accessible to anyone
with a laptop and an internet connection.
Where forging a document or imitating a
voice once required skill, Al models can
now do both in minutes, impacting a bank’s
ability to respond effectively in real-time.

The pace is so fast that traditional fraud
programs—built on static rules, manual
reviews, and human intuition—simply
cannot keep up. Fraud rings spend their
days probing for weaknesses, iterating
their models, and tuning their deepfakes
based on what bypasses controls. A
technique that fails today will succeed
tomorrow because the underlying model
learns from every interaction, and it does
so at rapid speed.
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Credit unions are caught in the center of
this storm. Their strengths—relationship
banking, personalized service, and member
familiarity—have become attack surfaces.
Fraudsters know these institutions care
deeply about customer experience, and
they weaponize that empathy to push
through urgent, emotional, “familiar-
sounding” requests that override protocol.

The new fraud supercycle rewards

attackers who move fast and punishes
institutions that move “slowly.”
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Some may argue that “this scale of attack
only targets large banks,” but the data tells
a very different story. Synthetic-identity
fraud grew 18% in 2024, affecting lenders of
all sizes and creating multi-billion-dollar
exposure across the ecosystem — not just
the top-tier institutions.

Further, the risk trajectory is accelerating: It
is estimated that contact-center fraud
exposure could reach US $44.5 billion in
2025 if current trends continue. This
underscores that deepfake-enabled fraud is
scaling rapidly and is no longer a “large-
bank-only” problem. (Source: Pindrop - A
global leader in voice and deepfake-fraud
detection).

While the initial expense of deploying
advanced fraud-detection solutions can
seem significant, the return on investment
becomes evident when contrasted with the
substantial financial losses these tools help
prevent, which commonly reach six figures
per incident in the financial sector.

Additional verification steps can introduce
some operational friction or minor
customer-experience tradeoffs; this friction
should be positioned as strategic insurance
—a safeguard that protects both the
business and its customers from
increasingly sophisticated fraud, including
deepfakes.

0 \‘ Contact Center Fraud Could Reach

2% $44.5 Billion
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Synthetic Identity Fraud in 2024

18%




Indicator & Description

Mismatched KYC Info: Age, address, or
personal details inconsistent with
documentation

Visual Inconsistencies: ID photo does not
match facial capture or shows Al artifacts

Reused or Al-Generated Face: Faces
detected via reverse image search or
generative Al artifacts

Device/Session Switching: Mid-verification
switching of devices, IPs, or browser plugins

MFA/Liveness Evaluation: Attempts to
bypass multifactor authentication or live
verification checks

Hesitation or Evasion: Reluctance to follow
normal verification procedures

Rapid New-Account Activity: Burst of
transactions immediately after account
creation

Geographic/Device Mismatch: IP location or
device used is inconsistent with identity

Abnormal Payee/Routing Behavior:
Frequent or unusual transfers inconsistent
with expected behavior

Al-Generated Voice or Video: Liveness checks
reveal synthetic speech or video artifacts

Multiple Profiles with Same SSN or Address:
One SSN or contact info linked to several
accounts

Rapid Account Takeover Attempts:
Sequential attempts to access multiple
accounts

DEEPFAKE EARLY WARNING INDICATORS

Recommended Action

Flag for secondary verification; update
notes in case system

Escalate to Fraud Ops Team; verify with
secondary ID

Escalate immediately; capture a
screenshot for audit

Flag account; escalate if repeated
behavior occurs

Require secondary verification;
document anomaly

Escalate for manual review

Escalate to fraud operations; review
patterns

Flag account; investigate anomalies

Investigate unusual transaction
patterns; alert compliance

Escalate to Fraud Ops; log for audit

Escalate to Fraud Ops; verify all linked
accounts

Lock or flag accounts; escalate




THE DEEPFAKE VOICE CRISIS: WHEN
SOUND NO LONGER SIGNALS TRUST

Voice has always been treated as a soft
biometric. Customers call and are recognized.
Call center staff listen for tone, stress, or
hesitation. Voices feel deeply personal and
inherently  trustworthy, especially  within
institutions built around long-standing human
relationships. But in 2025, voice is no longer a
reliable indicator of identity.

Deepfake voice synthesis has grown so
advanced that cloned voices are Vvirtually
indistinguishable from real ones—not only in
sound but in emotional delivery. These models
can reproduce a customer’s exact speaking
rhythm, breath pattern, and natural pauses.
They can generate trembling fear, crying,

whispering, anger, or calm executive authority
on command. The technology has reached a
point where the emotional content of a call no
longer signals authenticity; instead, it can be
entirely orchestrated by an attacker.

Fraudsters exploit this by mimicking urgency,
fear, crying, or hushed tones—tones that call
center representatives are trained to respond
to with compassion and flexibility. A synthetic
voice that whispers, “I’'m in a meeting and can’t
talk louder” is more effective than one that
screams for help, because it feels realistic,
relatable, and respectful of the representative’s
role.

The most unsettling aspect: these attacks
require almost no technical barrier. A single
three-second clip from a voicemail greeting can
be enough to build a passable clone. A 10-
second video from social media creates near-
perfect mimicry, in tone and content.

Credit unions have long relied on “knowing
their customers.” Deepfake voice attacks
exploit that confidence.
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THE EVOLUTION OF ATTACK

SCENARIOS

Deepfake-enabled fraud is not abstract or
hypothetical. It is active and growing, and faster
than you can possibly imagine. Attackers are
increasingly using blended strategies that
combine voice, image, device spoofing, and
behavioral mimicry into single cohesive attacks.

A common pattern involves a fraudster cloning
a grandson’s voice from a public video and
using it to call a credit union in a panic. The
voice sounds terrified, desperate, and painfully
real. Caller ID is spoofed. The staff member on
the phone feels the weight of urgency and
bypasses normal verification steps to help a
family in crisis. The fraud succeeds not
failed but because
compassion succeeded.

because controls

Another scenario involves business accounts. A
CFO receives a call from the “CEO” instructing
an urgent confidential wire.

The CEO’s voice—cloned from conference
recordings on YouTube—sounds precise and
authoritative. When the CFO calls the bank to
confirm the transaction, the cloned voice repeats
the instruction with calm impatience. Both the
CFO and the bank believe they are speaking to
the CEO because the voice sounds familiar.
Synthetic identity onboarding represents yet
another dimension of the threat.

Synthetic identity itself is not new. What has
changed is the speed and collaboration on the
fraudster side versus the siloed, proprietary
defense systems on the bank side. Fraudsters
operate like open-source communities,
constantly sharing tactics and iterations while
institutions only see one narrow angle of the
problem. This lack of a 360° view is exactly why
synthetic identities keep slipping through.

These attacks are not sporadic; they are

systematic.
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THE RISE OF SYNTHETIC IMAGE

& IDENTITY FRAUD

Image generation models have progressed
just as rapidly as voice synthesis. Fraudsters
now use Al to create identity documents so
realistic that they pass human inspection and,
more concerningly, legacy machine-based
verification systems. These IDs feature
natural lighting, detailed skin texture,
consistent depth, and coherent metadata.
They do not look forged—they look authentic,
because they are generated from scratch.

Synthetic identities allow fraudsters to build
an entire digital presence: a face, a name, a
set of accounts, supporting documents,
verification selfies produced through real-
time face animation. and in some cases, a
pattern of transactions. When paired with
synthetic voice models, these identities can
navigate phone verifications or video-based
KYC processes without revealing the
deception. Traditional KYC tools, designed for
detecting manipulated photos rather than
completely synthetic ones, often approve
these documents. Once the account is open,
fraudsters move money, request credit lines,
and exploit the institution before
disappearing entirely.

Face morphing has also emerged as a
significant threat within synthetic identity
fraud, particularly as financial institutions
adopt more biometric and multimodal
verification tools. A morphing attack blends
two real faces—Face A and Face B—into a
synthetic Face C that resembles both
individuals closely enough to pass biometric
checks for either one. Originally observed in
airport and ICAO border-control
environments, this technique has now
migrated into banking and credit union KYC
workflows as fraudsters use Al to generate
“real-enough” blended faces that evade
traditional image-matching and identity-
verification systems. Because the resulting
identity does not correspond to a single real
person, yet partially matches multiple
contributors, morphed images undermine the
reliability of biometric authentication and
make it far more difficult for institutions to
detect synthetic applicants during
onboarding.
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The implications for credit unions are
significant. Many institutions still rely on
verification tools that were never trained on
Al-generated images. These systems look for
signs of tampering, edges, blur, compression
artifacts, not for the telltale statistical patterns
of Al-generated faces. As a result, fraudsters
no longer need to steal identities. They can
simply invent new ones that sail past controls
and can be leveraged multiple times at
different institutions.

identities

As synthetic proliferate,

institutions face an emerging risk: entire
portfolios of accounts that look legitimate
but are, in fact, synthetic.

These synthetic customers behave
consistently at first, establishing trust before
executing coordinated, high-impact fraud
events.

This is not just an identity problem; it is a
portfolio risk problem. The concept of
preferring false positives versus annoying a
customer or impacting customer satisfaction,
could do significant harm to the bank.

"



Attack Sequence

72777

CALL OUT BOX: BLENDED FRAUD
TYPOLOGIES FRAMEWORK |

Detection

Challenges

Voice Deepfake

Synthetic voice used in contact

Voice matches
expected customer;

Traditional voice auth

+ Identity center » Passes KBAs » . validates similarity,

. . agents trust audio o
Spoofing Triggers account changes cUes not authenticity
Device

Emulation +

Emulated device fingerprint »
Mimics historical behavior »

Appears “known” to
device-based

Static device trust
models fail against

Behavior . . . .
.. Executes high-risk transaction systems emulation
Mimicry
. Call center builds trust = Digital .
Multi-Channel g Each channel sees Channel silos prevent

Sequencing

banking executes transaction »
Branch completes withdrawal

only part of the attack

full attack visibility

Fake identity opens account »

Looks like a long-

Synthetic ) X ) i . Time-based trust
Identity + ATO Builds transaction history =» standing legitimate AssUMDtioNs

y Later ATO via deepfake voice account P
Social

Engineering +
Al
Augmentation

Human scammer guides Al-
generated interaction » Real-
time adaptation

Al improves realism
during live interaction

Human+Al hybrid
behavior evades
pattern rules
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WHY CREDIT UNIONS FACE
GREATER EXPOSURE

The fraud landscape is not evenly
distributed. Credit unions face
disproportionate risk for several
structural reasons. Many small
institutions  still leverage Legacy
infrastructure and rely on voice,
caller-ID, manual review, and basic
KYC, all of which are especially
vulnerable to Al-powered attacks.

They rely more heavily on
interpersonal familiarity, meaning
staff instinctively trust voices, names,
or faces that feel familiar. Their fraud
teams tend to be smaller, with limited
specialization in  Al-era  fraud
patterns. Technology budgets are
more constrained, and competing
priorities often make modern fraud
tools seem like a problem for the
future rather than a requirement for
the present.

Culturally, credit unions value
customer experience, often avoiding
friction, questioning, or interrupting
customers unless absolutely
necessary. Fraudsters understand
this, tailoring their attacks to evoke
cooperation rather than
confrontation. Emotional callers or
calm, authoritative voices are
strategically used to encourage
representatives to bypass friction
points.

The result is predictable: attackers
test larger institutions first, then pivot
to credit unions where resistance is
lower, detection lags behind, and
success rates are higher.

The belief that “we are too small to
be targeted” is no longer valid. In
reality, size makes these institutions
more attractive targets.

1in 20

Verfication attempts
are fraudulent

$35B

90%

Of financial institutions
report an increase in call
center fraud

In losses from synthetic
identity fraud in 2023

Source: Veriff Source: TransUnion Source: TransUnion



https://newsroom.transunion.com/transunion-report-shows-fraud-attacks-on-financial-industry-call-centers-rising/
https://newsroom.transunion.com/transunion-report-shows-fraud-attacks-on-financial-industry-call-centers-rising/
https://www.veriff.com/fraud/learn/top-fraud-trends-in-digital-banking-for-2025-and-how-to-stay-one-step-ahead
https://newsroom.transunion.com/h2-2025-global-fraud-report/
https://newsroom.transunion.com/h2-2025-global-fraud-report/

THE COLLISION BETWEEN CALL

CENTERS & AI-ENABLED FRAUD

Call centers sit at the heart of this crisis.
Traditional scripts assume the caller is human
and that emotional tone is a sign of
authenticity. They rely on caller ID, contextual
familiarity, and conversational cues that Al
models can now replicate effortlessly.

Call center staff often feel caught between two
competing obligations: helping customers
quickly and protecting the institution from
fraud. Deepfake voice attacks exploit the
tension between these priorities. A caller who
whispers that they are “in a meeting and can’t
talk louder” is less likely to be challenged. A
caller who sounds emotional triggers empathy
and urgency.

The problem is not the agents. It is the
outdated framework they have been asked to
operate within.

Without Al-resistant challenge protocols, like a
non-threatening cognitive challenge script and
multimodal verification steps, call center
representatives face an impossible task:
identifying sophisticated, synthetic callers
based solely on “how they sound.”




CALL CENTER VULNERABILITY MATRIX
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Identity Check

Conversation
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What
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Detection
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Transaction
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THE ACCELERATION CURVE: WHY

FRAUD MODELS OUTPACE CONTROLS

Al-enabled fraud evolves faster than financial
controls can respond. Open-source deepfake
tools receive continuous updates. Fraud
communities share successful attack models.
Synthetic identity generators improve with
each iteration. Attacks that fail serve as training
data for future attempts.

Meanwhile, most institutions deploy fraud tools
on annual or biannual update cycles, creating
an inherent asymmetry: attackers iterate
weekly; banks iterate yearly, if that.

This structural mismatch allows attackers to
stay perpetually ahead. Every time fraud
controls catch up, attackers adapt.

Fraud is no longer a pattern-recognition
problem. It is an adversarial learning
problem.

<</\/
MOV LeeALE
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THE PATH FORWARD: BUILDING
MULTIMODAL RESILIENCE

Adapting to this landscape does not require
wholesale replacement of existing systems. It
requires a strategic shift toward multimodal
analysis and continuous model updating.
Institutions need verification methods that
consider voice, device metadata, behavioral
signals, document forensics, account history,
and risk scoring together, not in isolation.

Call centers require scripts designed not to
interrogate customers, but to disrupt Al
patterns by requiring memory, context, physical
experience, and channel switching—things
synthetic voices cannot do. KYC workflows
need tools that can detect the statistical
signatures of Al-generated images. Fraud
teams must shift from reactive review to
proactive, continuous learning frameworks.

Continuous monitoring + adaptive learning: fraud teams shouldn’t rely on static
rulesets, they need workflows that evolve on the same cadence as fraud attempts
(e.g., quarterly or monthly updates rather than annually).

Human-plus-machine approach: invest in staff training to recognize red flags, but also

deploy Al detection tools (e.g., detect statistical anomalies in voice/image data,
liveness checks, device fingerprinting, network metadata).

Collaboration and sharing of threat intelligence across credit unions: attackers reuse
successful models; a shared defense, especially among smaller institutions, creates

network-level resilience.

17



CONCLUSION

Deepfake voice, synthetic identity, and multimodal Al fraud represent a foundational disruption in financial

crime. These threats are not emerging—they are here, active, and accelerating. Credit unions, long
replicate the very signals those relationships rely on.

difficult circumstances.

valued for their personal touch and trust-based relationships, now face attackers who can convincingly
The industry is entering a decade in which fraud prevention will require new assumptions, new

workflows, and a new understanding of identity itself. Institutions that embrace this shift will position
themselves as leaders in security and trust. Those who wait will be forced to respond under far more

This paper/article/post is meant to be a starting point for industry awareness and discussion. The path
the financial world must change with it.

forward lies in education, modernization, and the recognition that fraud has fundamentally changed—and




Regulatory Scrutiny &
Compliance Risk

As synthetic-identity fraud grows,
regulators may push for stronger
KYC/AML controls, audit requirements,
or even mandate multi-factor +
biometric + device/context verification.
Institutions that lag may face fines or
reputational damage.

Insurance/Liability
Exposure

As losses rise, institutions may see
higher insurance premiums or even
difficulty getting coverage if they don’t
modernize.

WHAT’S AT STAKE BEYOND DIRECT LOSSES

Reputational Risk &
Member Trust Erosion

A few high-profile fraud events
(especially involving members’ savings
or loans) could undermine the close
community relationships that are the
core of many credit unions.

Long-Term Viability of the
“Relationship Banking”
Model:

A few high-profile fraud events
(especially involving members’ savings
or loans) could undermine the close
community relationships that are the
core of many credit unions.




